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The Problem:

One problem in the past with the DoD PKI infrastructure was the inability to

recover Common Access Card (CAC) private encryption keys and certificates

that were either expired or revoked. This becomes necessary when a CAC is

lost and its certificates are revoked or when a CAC and the certificates it

contains simply expires and is surrendered to DEERS/RAPIDS before the

user 6s encrypted emails have been decry

An Auto Key Recovery capability has been fielded by DISA to permit holders of
new CACs to retrieve encryption keys/certificates from previous cards to
permit decryption of old email.
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The Solution:

Steps to Recover
Private Encryption Keys

The following slides identify steps to recover private
encryption keys, escrowed by DISA, from CACs that
do not have the NnAuto Key I
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URL for Key Recovery

Or

This is the Automatic Key Recovery URL.

Note: The URL address shown above is case sensitive

When you go to this link, you must identify yourself with PKI
credentials. Use ONLY your identity certificate!
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https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key

At this time open the URL

Or
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https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key

Choose Your
CAC ldentity Certlflcate

Choose a digital certificate

— Identification

'E The Web site you want to view requests
L]

idertification. Please choose a cerkificate,

Iame | Issuer
MOELE.PHILIP.EUGE..., DODCLASS 3 EMAIL CA-S
N-:ul:ule F‘hlllp E. DIZDE. o DODCLASS 3 CA-7

" o e DOoD CLASS 3 CA-5
N-:ul:ule F‘hlllp E. III12IIIEu. v DODCLASS 3 EMAIL CA-7

Mare Infa. .. Wiew Certificake, ..

(0] 4 Cancel

You will be prompted to identify yourself.
Highlight yourl dent i fi cati on Certificate ©OK@om yo

Not e: Do NOT choose any that contain t
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Warning Banner

Cannot find server osoft Internet Explorer 31|
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DEFENSE INFORMATION SYSTEMS AGENCY

Automated Key Recovery
[For Official Use Only |

Please Wait.
zl

The Automated Key FEecovery Agent is gat t LS Department of Defenss Warning Statement: This is a Department of Defense
. ! computer system, This computer system, including all related equipment, networks and
This process can tak network devices (specfically including Internet access), are provided only For authorized
w wyo U. 5. Government use. DoD computer systems may be monitored for all lawful purposes,
Please do not hit the "Back” b including ko ensure that their use is authorized, For management of the system, to Facilitate
prokection against unauthorized access, and to verify security procedures, survivabiliby
and operational security, Monitaring includes active attacks by authorized DoD entities ta
If the list does not appear within one minute, pleas: test or verify the security of this system, During monitoring, information may be
examined, recorded, copied and used For authorized purposes. All information, including
personal information, placed on or sent ower this system may be monitored, Use of this
DoD computer syskem, authorized or unauthorized, constitutes consent: to monitoring of
Logr this system. Unauthorized use may subject the user to criminal prosecution. Evidence
— of unautharized use collected during manitoring may be used Far administrative,
criminal or adverse action, Use of this systkem constitutes consent ta monitaring For

these purposes,
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|100 Items, 1 Unread

t‘startl @8 Inbox - Microsaft Outlook | The: Automated Key Rec. .. | @] Cannot find server - ... A ‘ W%9.% > cuaram

Di smiss the warOKbng by
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Automaled Key Recovery
[For Official Use Only |

Please Wait.

The Automated Eey Recovery Lgent is gathering a st of Recoverable Eeys for you.
This process can take up to ofe minute.

Pleaze do not hit the "Back" button on your browser toolbar.

If the list does not appear within one minute, please click here

Logout |

=

The Automated Key Recovery Agent will compile a list of Recoverable Keys.
Pl ease Waité
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Browse through the list and locate the appropriate key you want to
recover. When | ocated, click the adj e
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