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SUBJECT: Use of Commercial Mobile Devices Not Connected to Department of Defense 
Networks 

References: (a) DoD CIO Memorandum, "DoD Commercial Mobile Device (CMD) Interim 
Policy," January 17, 2012 

(b) DoDI 8100.04, "DoD Unified Capabilities (UC)," December 9, 2010 

Reference (a) allows use of Commercial Mobile Devices (CMDs), with restrictions, for 
devices that do not require direct com1ection to Department of Defense (DoD) networks. The 
CMDs listed at Attachment, are hereby authorized for use by DoD Components, and for 
placement on the DoD Unified Capabilities Approved Products List. Per Reference (a), the 
restrictions for use of these non-connected CMDs are: 

• Connection to DoD networks is expressly prohibited under any, and all circumstances 
• Processing, storing, transmitting, or receiving any persistent information other than that 

which is publicly releasable and fully Unclassified is specifically prohibited 
• Internet access, if enabled, shall occur through a commercial Internet Service Provider 
• Access to DoD email is specifically prohibited 

Designated Approving Authorities (DAAs) shall approve use of non-connected CMDs 
within their respective Component. Further, DoD Component DAAs shall be responsible for 
enforcing the above restrictions for this non-connected use case. 

This is step one in our mobility strategy. Our overall goal is full DoD network 
connectivity at all classification levels. We continue to work through the requirements and risks 
to make this goal a reality. The point of contact for this matter is Mr. Kris Strance, 
kris.strance@osd.mil, (571) 372-4670. 

Principal Deputy Chief Inforn1ation Officer 
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Commercial Mobile Devices Approved for Use and Placement 
on the DoD Unified Capabilities Approved Products List 

• Apple !Phone 4S, iOS Version 5.x 

• Apple IPad 2 iOS, Version 5.x 

• Samsung Galaxy Note, Android Version 2.x 

• Motorola Xyboard, Android Version v3.x 

• ASUS Transformer Prime, Android Version 4.x 

• Samsung Galaxy Tab, Android Version 3.x 
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